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Initial Setup of Prodigy VolP PBX

1. Plug the provided PBX power cable into power receptacle on the back of PBX
and into local wall-outlet, UPS, or other conditioned AC power source

2. Plug Ethernet cable into the primary network adapter slot on back of PBX and
into your local network hub or switching device, the primary network adapter
slot will be denoted by a label on the PBX marked LAN 1

3. Power on the Prodigy VolP PBX via button on front of the PBX

4. Allow PBX server a minute or two to boot and continue when the LCD display
has lit up with the words “Xoasis Networks, VolP PBX”

5. You will now need to give the Prodigy VolP PBX an IP address to participate
on your network

6. Press the Enter key to go into the LCD information menu

7. Press the Next key twice for the Configuration menu

8. Press Enter to expand the Configuration menu

9. Press the Next key repeatedly until you reach the LAN 1 prompt, press the

Enter key to expand the LAN 1 menu

10. The current IP will be displayed, press the Next key until reaching the “Set IP”
prompt and press Enter to expand the menu

11.Press the Enter key to adjust field values and the Next key to move between
fields. The LCD control panel will underline the IP address numeral which is
currently selected for change.

12.0Once you’'ve reached the end of the IP address by pressing Next you will be
prompted to save the selection. in order to save the selection you will need to
press Next again and the > prompt will appear before the Yes selection, press
Enter to save your IP changes

13. If you wish to discard your changes or return to the main menu at any time,
simply press the Up key to navigate back a menu

14. Once you’'ve successfully given the PBX a new IP address you will be returned
to the “Set IP” prompt, press Next to set the servers netmask repeating steps
11-12

15. You will configure the default gateway through the web configuration

16. Once both the netmask and IP address have been set for LAN 1 you may
finish the PBX configuration from another machine on the network via a web
browser

17.Set your web browser URL to http://ip-address-given:9999/ , for example, if
you gave the PBX the IP address 192.168.1.10 to the new PBX, enter
http://192.168.1.10:9999 in your web browser please make sure to included
the :9999 as well as the http://

IMPORTANT NOTE:

In the event you’re unable to reach the PBX after configuring the IP address via the
LCD control panel you may use a keyboard and monitor to login to the PBX and
adjust the Network Settings via the “blackbox” system administrator account.
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Quick Setup: 10 Steps

To quickly set up your new VolP PBX with functioning extensions and inbound calls,
do the following:

1.
2.
3.

9.

Ensure the machine is networked and available over IP.

Run through basic wizard setup as described in the next section.

Add phone extensions under “Extensions” and “Add Extension” for each of
your phones on the network.

Add each phone from the “Add New Phone” icon on the main status page,
once added the phones should register with the PBX.

Confirm their registration status on the PBX Status Report page.

Either configure an expansion card via PSTN Manager (located in the
Outbound Calls submenu) for outbound calling or setup an IP connection
for outbound calling under the VolP Connection Manager.

Add a new dial plan under “Inbound Calls” for inbound calls into your PBX
— if using an auto attendant type dial plan record a new voice prompt by
dialing extension 9000.

Activate the dial plan by mapping it to the default number or to a specific
DID number under Dial Plan Mapper.

Place inbound and outbound calls to ensure both are functioning properly.

10.Begin exploring the rest of the Users Guide for additional features!
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( Quick TurnKey v4 Setup Flowchart )

L 4
( Select password for admin account 0

Y

| Walk through one-time setup wizard
—————

Cutbound Calling Inbound Calling

Optional; Record voice prompt
by dialing extension S000 for
auto attendant

dd Phone under “Phone
Management” menu

Add Dial Plan under “Inbound
Call" Menu

Enable dial plan under *Dial
Plan" mapper

l

Manage inbound and cutbound calls via
Digital Receptionist
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Web Based Network Configuration

After initially configuring the Prodigy VolP PBX’s IP address and plugging it into its
final (permanent or primary) network location you should visit the following URL:
http://the-ip-address-you-entered:9999

Before you begin final configuration, make sure you have at least one available
private or public IP address, gateway address, subnet mask, and DNS server(s) from
your network administrator.

The following topics are covered in this section:
. Setting Default Administrator Password
- Server Configuration

Setting Default Administrator Password

You will immediately be asked to enter a password for the admin user account,
which will be the default System Administration account for accessing your VolP
PBX’s web based administrator.

« Welcome To Your New Phone System!

Thank you for choosing an ¥oasis Metworks product. Please select a password for your
System Administration account. Your new System Administrator usermame will be: admin.
FPlease write this down for your records.

Mew Password: |

Caonfirm Mew Password: |

Set Paszword

After you have set your password, use the username admin and your new
password, log in to your System Administration account.

Server Configuration

The New Server Configuration Wizard will direct you through the setup of your
network settings and the services you plan to utilize in the Turn Key v4 software
suite. Follow each step of the detailed instructions that appear on your screen. You
will be able to review the information you provided before saving the changes.

Step 1: Server Name and Domain Name

Pick a server name which contains only letters and numbers and no spaces.
Tip: Pick a name that describes the server's role on your network--for example,
voipl to describe your first VolP PBX.
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Enter a registered domain name if you already have one. If you don't and you would
like to register one later, enter the name you would like to register and contact your
ISP at a future date.

Step 2: Network Configuration

The current network settings for IP address, Gateway address, Subnet Mask, and
DNS Servers will appear in the text boxes. If you have questions about any of these
settings, please contact your network administrator.

Step 3: Network Services
If you plan on using your VoIP PBX as a network router please select the appropriate
option.

Check the services that you would like to configure now. You may configure any of
these services at a later date, outside of the wizard.

Step 4: Save System & Network Changes
A confirmation screen will appear that lists all the information that you have just
entered. If you would like to make any changes click Back.

Before the settings can take effect, you will need to restart the server. On the
confirmation screen you will notice a Restart Server checkbox at the bottom of the
screen. Leave this checked to allow the server to restart after clicking Save
Changes.

Restart Server

V' Restart Server After Saving Changes

* Effects will not take place until a senver restart occurs

Click Save Changes to complete your initial configuration. If you've chosen to
restart the server, allow it a minute or two to restart and the Web configuration
interface will be available again.
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PBX Status Report

After logging in to the VolP PBX web administrator you will be presented with a PBX
Status Report of your current system configuration and a navigation panel to
configure the different portions of your PBX.

The following topics are covered in this section:
¢ Navigation Panel
¢ Extension Status

Navigation Panel

The navigation panel presented on the left hand side of the VolP PBX web
administrator provides all of the configuration sections for the various features in the
VolP PBX. The navigation panel is expandable and collapsible by clicking on the link
or the plus sign for each link.

The navigation panel is pictured below: Expandable menu items:

-'\R Phone Setup = Phone Management

Add Hewr Phone
+ Home -

Change Phone
+ Phone Management

Delete Phone

+

Inbound Calls
% Digital Receptionist

+

tbound Calls

+

Call Groups

+

Advanced Settings
+ Reporting

. Configuration

+ System Settings
+ System Updates

+ System Security
+ Logout

Extension Status

The extension status block on the PBX Status Report shows the current phone
extensions assigned to the VolP PBX and their current status. The extensions will be
listed with a phone icon and the name of the person at the extension. Additional
information will be seen by hovering over the phone icon including Extension
Number, Number of Voicemail, and Connectivity Status. You may change any
extension details by clicking on the phone icon.
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The PBX Status icon will either show a E icon to indicate the phone associated
with this extension is successfully registered with the VolP PBX or a l icon to

indicate the phone is not registered. A phone listed with the g icon is registered
with the PBX but is currently suffering from poor connectivity. Additionally, a phone
that is currently on a phone call will be listed as “on call” below the name.

Poor connectivity may result if the internet or local area connection between the
phone and the PBX is over used or suffering from speed issues. For additional help in

diagnosing issues with poor phone connectivity please contact your internet service
provider.

Phone status is pictured below with several examples of configured phones:

. E

] = =

= v v . g
Admin

Bryon

Assistant Alexis Hoch Amy Shinokis Fletcher Brian Healy Bob Robertson
. . .
= =
Conf S - E Y
onference ven Extension: #104 .
Boom Christensen Do M £ N Voicermal Sheikh Frank Fagoaga
= Status: Good Connection
= = i = =
G CI k Y Mari Y v
eorge Clar aria Hguyen
(on call) Gary Helsen Matt Godden (on call) Gregg Helsen Harley Franco
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Phone Management

Each phone or extension contains a 3, 4, or 5 digit number which can be dialed from
other phones on the same PBX. Additionally, each phone is accompanied with a
username and password which the phone is required to provide to the PBX to
register successfully and place calls via the PBX. This username and password is
automatically assigned by the PBX unless otherwise noted.

The following topics are covered in this section:

Adding New Extensions
View/Modify Existing Extensions
Delete Extensions

[ ]
[ ]
[ ]
e Common System Extensions

Add New Phone

To access the Add New Phone screen, click on the Phone Management link and
select Add New Phone. Various types of phone extensions and options may be
defined.

These options are:

General Information

Setting Description

Employee Name Free form text box listings the persons name at the
phone extension, the name will be used as caller ID
between internal calls.

Extension # The traditional numeric extension number callers
can dial when calling from the outside.
E-Mail Address The persons e-mail address that can be used for

things like mailing voicemail copies or sending
service notices like full voicemail boxes.

DID Phone Number The inbound direct phone number of the person at
the above listed extension. This item may be left
blank if no DID is required.

Enable Voice Mail Select this checkbox if this extension requires a
voicemail box.

Send Voice Mail Copy to E-Mail | If voicemail is enabled, you may mail a copy of
each voicemail in audio WAV format to the person.

Voicemail PIN The 4 digit number that will be used to access
voicemail services.

Advanced Options

Setting Description

Username The username the person will use to login to the
PBX from the VolP handset.

Password The password the person will use to login to the
PBX from the VolIP handset.

IP Address of Phone The IP address of the person’s handset, due to

network configurations you may have to supply this
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value to improve voice reliability. If left blank, the
phone handset will assumed to be set to DHCP or to
a roaming profile. A roaming profile would be
multiple users logging in and out of the same
handset at different periods.

Extension Protocol

The type of VolP phone logging into the PBX. The
Xoasis unit will expect to communicate in this
protocol with the phone. Available phone protocols
include SIP, MGCP, H323, and SKINNY.

Behind Firewall or NAT

Select this checkbox if you have a handset located
behind a firewall or NAT gateway.

Account Notes

Free form text box for account notes.

Example:

o Add New Phone

=" General Information

Employee Mame: |Tedd Stevrision

E-mMail Address: Ited@:-:nasisnetwnrks.mm
Extension #: Iﬁ
Direct Phone Mumnber: [2064476757
Phone Type: | <None Selected: |
Phone MAC Address: |
Enable Voice Mail? [
Send Yoice Mail Copy to E-Mail? [

Yaicemail PIN: 1313

‘ Show Advanced Options

Change Phone

Add Phone

To modify a phone, click Change Phone under Phone Management. Click the
phone extension that you wish to modify. Please refer to the configuration chart
under Add New Phone above for detailed analysis of the different options
associated with different types of phone extension options.

Delete Phone Extension

To delete a Phone Extension, click Delete Phone under Phone Management. Click
the phone extension that you wish to delete. A confirmation screen will appear that
lists the details of the phone extension. To delete, click Delete Phone.

Common System Extensions

The following extensions are common to every Prodigy VolP PBX system:
Extension # \ Purpose
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9000 Record Voice Prompts
9001 Playback Last Recorded Prompt
9005 Voicemail Login
9010 Directory of Extensions
9015 Agent Login
9020 Agent Call Back Login
9025 Music on Hold Playback
# Voicemail Login, Auto Attendant only

*

Dial by Name Directory, Auto Attendant only

*<extension>

Calls the listed extensions voicemail directly, useful
when transferring calls directly to an extension,
example *100 would call extension 100’s voicemail
without ringing the phone

77<extension>

If a phone is ringing, you may dial 77 then the
number to answer the ringing phone at your desk,
example 77100 would answer the phone call ringing
at extension 100
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Dial Plans

Dial plans are how a phone call is handled when placed inbound to one of your phone
numbers. How and what should occur when the call is answered by the VolP PBX rely
on the rules you configure and enable in the dial plan.

The following topics are covered in this section:
e Add Dial Plan
e Change Dial Plan
e Delete Dial Plan

Add Dial Plan
To create a new dial plan click Add Dial Plan under Dial Plans. You will be asked to
select a type of dial plan. The available dial plan types are:

Setting Description

Ring Multiple Extensions at Once When an inbound call is received, multiple
phones will ring at once. The first person to
answer the line will handle the inbound call.

Dial One Extension Then Another | An inbound call will ring one extension, then
another, and so on, until the call is answered.
The order of phones ringing may be defined.

Auto Attendant Inbound calls will be greeted with a voice
recording and options for how to route the call.

Select one of the options above and click the Next button. Depending on the option
selected above you will be asked to supply the following:

Setting Description
Dial Plan Name Free form description for the dial plan.
Drop Down Extensions If you selected ring multiple or dial one extension

then another you will be asked to provide a list of
dropdowns with the existing phone extensions
you’'ve previously defined. If you selected to ring
multiple extensions at once, you should select each
extension you wish to have ring at the same time.
If you selected dial one extension then another,
select the extensions from top to bottom in which
the order you would like the call dialed.

Press 1 For, etc. If auto attendant was selected, your options will be
to “Press 1”7, “Press 2”, etc. Each drop down will
have a phone extension listed, these extensions will
be dialed when 1, 2, 3, etc. is pressed.

Prior to Play Auto Attendant If auto attendant was selected, you may ring an
extension prior to playing the auto attendant giving
a live person the chance to answer the call before
the caller receives an automated message.
Additionally, the number of rings to play prior to
transferring to the auto attendant may be selected.

No Answer Voicemail If no options are selected or a call goes
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unanswered, this voicemail box will automatically
be presented to the caller to leave a message.

Account Notes Basic free form text box to make notes about each
dial plan.

No matter what dial plan you configure, the following two options are defined in
every VolP PBX. By pressing the * key a user will be presented with a dial by name
directory or by pressing the # key the voicemail interface will be brought up for the
user to enter their extension and password.

Change Dial Plan

To modify a dial plan, click View/Modify Dial Plan under Dial Plans. Click the dial
plan that you wish to modify. Please refer to the configuration chart under Add Dial
Plan above for detailed analysis of the different options associated with different
types of dial plans.

Delete Dial Plan

To delete a dial plan, click Delete Dial Plan under Dial Plans. Click the dial plan that
you wish to delete. A confirmation screen will appear that lists the details of the dial
plan. To delete, click Delete Dial Plan.

=**T0o activate Dial Plans please see Dial Plan Mapper section

Sample New Dial is Pictured Below:
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Step 2: Specify Dial Plan Settings

Dial Plan Mame: |Test
Auto Attendant Promipt To Play: | vI

Prior to Playing Auto Attendant: Ring Extension: | Extension #: test test] = |

Rings:l 1 "I

Auto Attendant Frompts: Press 1 far | Extension #: test [test)
Press 2 for: | Place in Call Queus: Sales [3200]
Press 3 for: | Ring Call Queus Members: S ales [3200]
Fress 4 for: | Dial by Mame Directory
Press afor | Woicemail System
Press & for:
Press 7T for:
Press & for:
Press 9 for:

Mo Angwer Voicemail: | voicemail Bow test [fest] = |

Account Motes! |Teat

K N1 K N 1 N N M| EX

Create Dial Plan
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Call Groups

Call groups create a call distribution plan to allow several calls to be placed into a
waiting group and distributed to agents based upon a distribution scheme of agent
availability.

For example, 10 inbound sales calls may be placed into a call group for 2 agents to
answer. Inbound callers will listen to music on hold and their calls will be answered
in the order they were received.

Group members or agents who are listed members of multiple call groups will only
need to log in once for calls to be distributed from all groups to their extension.
Agents may login with either extension 9015 or 9020. Extension 9015 will keep the
agent connected and automatically bridge calls as they come in to the agent’s phone.
Extension 9020 will call the agent back each time a new call is placed into the queue
and agents will be required to acknowledge the call by pressing # after answering
the phone.

The following topics are covered in this section:

e Add Call Group
e Change Call Group
e Delete Call Group

Add Call Group
To create a new call queue click Add Call Group under Call Groups. You will be
asked to fill out several queue options they are as follows:

General Information

Setting Description

Name Simple name to describe the group

Description Longer description that will be appear in group
reports

Group Members Extensions currently on the system can be

placed as members or agents who will receive
calls from the group

Advanced Options

Setting Description

Extension # Internal extension number that may be dialed to
access the group from extensions on the
existing VolP PBX

Call Distribution Strategy The method for distributing calls to available
agents

Announce Time and Group There is an option to play announce time and

Position group position to the waiting callers. Call groups

may not want this option because callers wiill
have to listen to these announcement before
being connected to an available agent

Record Calls There is an option to record inbound group calls.
Calls will be placed into the group system
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directory

Call Timeout Amount of time before someone in the call
group is allowed to sit in the group prior to
being escalated to another level of service

Call Timeout Number Once the call timeout has been reached in
seconds, this number will be dialed and the
waiting call will be moved along. This number
could be another call group or an entirely
different phone number

Call groups may be dialed automatically from auto attendant based dial plans as an
option from the phone tree.

Change Call Group

To modify a call group, click Change Call Group under Call Groups. Click the call
group that you wish to modify. Please refer to the configuration chart under Add Call
Group above for detailed analysis of the different options associated with different
types of call groups.

Delete Call Group

To delete a call group, click Delete Call Group under Call Groups. Click the call
group that you wish to delete. A confirmation screen will appear that lists the details
of the call group. To delete, click Delete Call Group.

A sample new call group is pictured below:

o« Add Call Group

=" General Information

Mame: |

Description: |

Phones Mot Included Phones Included
Aocounting Open Cube [134] a
Adrmin Azziztant [133)
Alewiz Hoch [118]
Ay Shinokis [100) Ll
Bob Raobertzon [502]
Brian Healy [127] e,
Bryon Fletcher [500] _I
Conference Room [101]

Courtney Wickens [124]
Diska Sheikh [103) |

" Show Advanced Options

Create Call Group
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Voice Prompts

Voice prompts may be recorded by dialing extension 9000 from any VolP handset
attached to the VolP PBX. A beep will be heard and you should begin speaking into
the phone to record your prompt. Hang-up the phone when you have completed the
recording. The new voice prompt will be saved on the VolP PBX. The recording may
be viewed by going to Voice Prompts under the main menu. New voice prompts
recorded through extension 9000 will be saved as “prompt.gsm”. You may rename
this file to something more descriptive under this same tool. If you use extension
9000 to record an additional prompt, the existing prompt.gsm will be overwritten.
The voice prompts are recorded in GSM format. GSM files may be downloaded and
uploaded from the same Voice Prompts tool. GSM files may be listened to on a PC
via the Quick Time audio program.

Additionally, if the sound quality of a recorded prompt is too low or too high it may
be lowered or increased by clicking the £ 27 arrows.

You may playback the last recorded voice prompt by dialing extension 9001 from any
phone registered with the VolP PBX.
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VolP Connection Manager

Connecting Multiple Units

Multiple units may be connected through the VolP Connection Manager under the
“Outbound Calls” menu. The connection manager tool will list existing connections as
well as a tool to add new connections. When creating a connection between two or
multiple units, you will need to create a connection on each unit you plan on

connecting.

When creating a new connection the following options are available:

Setting

Description

Local Username

The username with which the remote unit will try to
authenticate. The local and remote usernames may
be the same.

Remote Username

The username that the local unit will send to
authenticate with the remote unit. The local and
remote usernames may be the same.

Local Password

The password with which the remote unit will try to
authenticate. The local and remote passwords may
be the same.

Remote Password

The password that the local unit will send to
authenticate with the remote unit. The local and
remote passwords may be the same.

IP Address

The IP Address of the remote unit to which you’re
trying to establish a connection.

Connection Modifier

The connection modifier enables dialing between
multiple machines. For example, if you’re calling
from Seattle to New York and your phone extension
is plugged into the Seattle unit and the connection
modifier on the New York unit is “2xxx”. In order for
you to dial extension 100 on the New York PBX
from the Seattle PBX you would need to dial

“2100”. The first “2” will tell the Seattle PBX that
the call is destined for New York. Each location
should have its own connection modifier.

Connection Protocol

Connections may be made to non-Xoasis units by
using the industry standard SIP protocol,
connections between multiple Xoasis Networks units
should utilize the XOA protocol.

DID Pass Through

Inbound DID numbers or custom extensions can be
automatically passed from one unit to the other by
listing them under DID Pass Through. For example,
if you have a block of 20 inbound numbers from a
T-1 PRI you may pass inbound calls for a portion of
those numbers to a connected unit.

Once a new connection is created you will need to activate the connection by
checking the status under “Active?”. If the “Active?” option says “No”, click it and it
will change to “Yes” and the connection will be active. If the “Active?” option says
“Yes”, click it and the connection will no longer be active.
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The outbound option may be used to pass all traffic destined for the PSTN through a
remote unit. For example, if New York is connected via a PRI T-1 circuit with 23
available voice channels, you may adjust the Outbound option to “Yes” under the
listed connection to force all Seattle PSTN traffic out the New York connection. You
may have only one Outbound connection.
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PSTN Manager

The PSTN Manager detects and configures available analog and digital expansion
cards in the VolP PBX. Available cards will be automatically listed under the PSTN
manager.

The PSTN Manager is pictured below with a 4 port analog card and a single span T-
1/E-1 expansion card:

o PSTN Card Manager

Xoasis Networks - T1/E1 Expansion Card

CardTﬁme:lﬂ vI
Framing:lESF vI
Encnding:lESZS 'I

Switch Type: |National 2~ =]

CO Signalling: |I:F'E vI

¥ Pass Quthound Calls to This Card

Save Seftings I

When configuring digital cards with telephone company provided digital circuits
(PRI), you will need to contact your telephone company for their specific settings.

The configurable options available for these cards are as follows:

DIGITAL CARDS (T-1, E-1, 1 Port, 2, Port, 4 Port)

Setting Description

Card Type The selectable card type should be listed as T-1 for
United States signaling or E-1 for European or
International digital circuits

Framing Available framing methods are as following: ESF,
D4, CAS, CCS

Encoding Available encoding methods are as following: AMI,
B8ZS, HDB3

Switch Type Available switch type methods are as follows:

National 2, National 1, Nortel DMS100, AT&T 4ESS,
Lucent 5ESS, EurolSDN

CO Signaling CO Signaling types are CPE and NET, the CPE type
should be used for signaling for a standard digital
circuit, however NET may be used if connecting the
VolP PBX to another manufacturers PBX or when
timing is unavailable

Pass Outbound Calls to This Outbound calls will be passed to this circuit
Card

ANALOG CARDS (1, 4, 6, 12 Port)

Setting Description

Pass Outbound Calls to This Outbound calls will be passed to these lines
Card
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Conference Manager

The conference manager controls and manages conferences rooms and bridges to
allow multiple extensions and/or outbound callers to communicate on the same
phone call.

The conference manager is pictured below with two configured conference rooms:

| Conference Room Manager

v
Name Extension Inbound Number Security Code Status Change? Delete?
General 9106 206-828-7500 6337 0 Caller{s) o~ ‘
Todd Prophet 9107 206-829-7401 1111 0 Caller{s) +4 ‘
g

Add Conference Room

Add Conference Room
New conference rooms have the following options:

Setting Description
Name Free form name for the conference
Inbound Number An inbound DID number that can be used to

automatically connect outbound callers into the
conference room, an internal extension will be
automatically created when the conference room is
added

Security Code A (4) digit security code that must be entered prior
to joining the conference
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Dial Plan Mapper

After a dial plan is active you will need to map the dial plan to a number and activate
the dial plan. To activate a dial plan, select Dial Plan Mapper under the Inbound
Calls menu.

While adding a new mapping you will have the following options:

Setting Description

Name Free form text to describe the dial plan mapping

Dial Plan The dial plan you previously defined under “Add Dial
Plan”

Inbound Number The number used for this dial plan to function. If no
inbound number is defined, the dial plan will apply
to all inbound phone numbers on the system.

Once a new dial plan mapping is created, you will need to active the plan. The new
mapping will appear in the list of mappings and either say Yes or No under Active?
Click the No or Yes link to change the status. If a mapping is listed as Yes it is
active. New mappings are automatically set to No.

One dial plan may have multiple mappings. A single dial plan may require multiple
mappings depending on the time of day or day in question. After hours a company
may wish to use an auto attendant while during business hours a live voice may be
desired.
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Searching and Managing Call Detail Records (CDR)

Call Detail Records or CDR record and log the calling habits of phone users on the
network. The VolP PBX keeps track of all phone calls made through the PBX. To
search CDR, select Search Call Detail Recording the Reporting menu.

The search options are as follows:

Setting

Description

Source Caller

The call was either placed inbound or outbound, if it
was placed as an outbound call the phone extension
who dialed it will be supplied.

Destination The destination of the call may either be the phone
extension who answered the call or the phone
number which was dialed if it was an outbound call.

Caller ID The caller ID of the person dialing inbound or the
name of the person dialing outbound.

Call Status Reports if the call was answered or went

unanswered.

Call Application

Reports the type of application the call took - if it
went to Voicemail, if was outbound, did it go over a
VolIP line, etc.

Start Date Range

Start date for the search

End Date Range

Ending date for the search

Record to Display

The total number of records to display at one time.

Additionally, after searching for CDR you may select to export it. Scroll down to the
bottom of the screen one you have some search results and you will see the Export
Results button which will provide a download prompt. The exported results will
appear in comma separated format and may be imported into Microsoft Excel or

another application.

The CDR search screen is pictured below:
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o« Search Call Records

W
=" Search Options

Source Caller: |

Destination: |

Caller ID: |
callstatus: [ =]
Call Application: | =]
Start Date Range: [vear = |- |Morth = | - [Day ~|
End Date Range: |Year x| - |Morth =] -|Day -]

Records to Display: I.-'l'-.LL vI
Search COR I
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Digital Receptionist

The Digital Receptionist is a virtual receptionist application that allows the control of
extensions, outbound lines, conferences, call groups, call parking, dial by name
directory and voicemail. The Digital Receptionist may be accessed from the main
menu.

Calls may be originated and/or moved by dragging the phone icon of each extension
listed on the left hand side of the panel to another extension or application like
conferencing, call parking, etc. Additionally, you may disconnect any current call by
double clicking the red icon that appears next to the extension number of any
extension.

The Digital Receptionist is pictured below:

{%ﬁg?é;mo @j ® Line 1 @: %é:ﬂ%aﬁfémo a; rﬁ‘v‘oicemail N
? Line 2 a3 :_aConf. 9101 @ﬁ i~Dirt.=zc'tory N
% Line 3 a3 i%Queue 9200 @: ?Call Park m\
b
® Line 4 @ %Queue 9201 @W

Extensions in use will appear with a red button and available extensions will appear
with a green icon. Conferences will list the number of current members and the
conference time duration. Lines will appear with the caller ID of the inbound caller
and the time duration of the call. If an extension or line is parked it will appear with
the appropriate extension to dial to answer the call park.

Page 27 of 39



End User Portal

The End User Portal may be accessed from the same web URL as the web based
management screen detailed throughout this guide at http://ip-address-of-
machine:9999/. Instead of logging in with the username and password, end users
may login with their e-mail address and their current voicemail password.

Once users are logged in, they are allowed to change and manage the following:
e My Account

My Voicemail

Global Address Book

My Address Book

Received Calls

Placed Calls

My Account
The my account page allows the end user to adjust their voicemail settings, enable
voicemail delivery to their e-mail address and adjust their second chance ring
settings. Second chance ring provides three distinct call distribution strategies when
an individual phone is rung:
1. Ring When Unavailable
After 5 rings of the desk phone, transfer the call to the alternate
number
2. Ring Anytime | Receive A Call
Ring alternate phone number and your existing desk phone anytime a
call is received, both phones will ring, the first the phone to be
answered will take the call
3. Call Forward To This Phone
Any call that comes in will be ignored by the desk phone and
transferred to the alternate phone number or extension

My Voicemail
Download, archive, and delete voicemail from end user mailbox automatically
through this screen.

Global Address Book

View all phones, extensions, email addresses, and current status through this screen.
End users may click on the individual phone numbers and they will be automatically
dialed from this screen.

My Address Book
Define custom address book entries to appear on your screen, end users may click
on phone numbers from this screen and they will be dialed on the end user’s phone.

Received Calls /7 Placed Calls

End users may go back through their call logs via these two web pages including an
archival history of all of their received and placed calls. Calls may be dialed by
clicking the received or placed phone number.
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Voicemail Setup

End users will need to configure their voicemail once their new phone extension is
added into the system. End users may dial the voicemail number 9005 to access the
voicemail system.

Once 9005 is called, end users will be prompted to enter their 3, 4 or 5 digit phone
extension and their voicemail password as defined by the administrator who added
the new phones. Once logged in, the end user may press 0 to record their mailbox
options.
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System Maintenance

The following topics are covered in this section:
e Network Settings
e Restart Server
e Shutdown Server
e SQL Query Analyzer
e Network Tools

Network Settings

This form allows you to configure your server on the network. You can change or
modify the server name, domain name, IP address, gateway address, subnet mask,
and DNS servers. Note: If you change any of these options, you will need to restart
the server for the changes to take effect.

Restart Server and Shutdown Server
You may directly restart server or shutdown server by clicking these links. You
will be asked for confirmation after you click the link.

SQL Query Analyzer

If you wish to have direct access to the database structure, add new users via the
database interface, or execute standard SQL queries through the SQL Query
Analyzer you can do so via this utility.

Network Tools

You have the option to ping, trace route or look up a DNS entry directly from the
Web. Enter either the host name or IP Address and click Perform Action.
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System Updates

The package update system allows you to quickly deploy software fixes,
enhancements and upgrades to your VolP PBX from Xoasis Networks.

Install New Packages
The Install new packages wizard will step you through the selection of available
software for your system as well as tell you if an update is necessary or optional.

Review Installed Packages
Review installed packages allows you to view currently installed packages, their
description, status and date of installation.
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System Security

The following topics are covered in this section:
e User Management
e Group Management

User Management

The User Manager utilities allow you to delegate account and server administration.
Note: The admin account is the System Administrator account and may not be
deleted under any circumstances.

Add User
To add a new user, click Add User under System Security

1. Select a username for the new account. This may be either a common handle
or an e-mail address.

2. Select a password for the new user.

3. For identification purposes, enter the new user's full name in the Person's
Name box.

4. If the new user's account is going to be a parent account, leave <None> in
the Parent/Admin dropdown box. If the account will be managed by another
parent account, select that account from the dropdown list.

5. Check Account Status to activate account. Account can be disabled at any
time without deleting the user.

6. Choose User Level from the dropdown list. The following table describes the
user levels:

Level Description

System Administrator Controls all of the settings and server configurations given
permissions. May also control network settings, database
access, and restarting and shutting down the server.

Other A custom defined group with its own permissions and rule-
sets. Please read the section on groups for additional
information.

7. Click Add User to complete the process.
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Password: |

Parson's Name: |

! Parent/ Administrator's Account: [<Mane> B

Account Status: W Active

Llzer GroupfLevel: ISystem .ﬁ.dministratur;l

Add ser |

Modify User

To modify a user, click Modify User under System Security. Click the person’s
username from the user list. For exact descriptions of the options for modifying a
user, please refer to the descriptions listed above in the Add New User section.

Delete User

To delete a user, click Delete User under System Security. Then click the person’s
username from the user list. You will be allowed to review the account information. If
the person is listed as a parent account, you will have the option of delegating its
child accounts to another parent for continued management.

Group Management
Add Group
To add a new group, click Add Group under System Security.

1. Select and type in a “Group Name” to identify this group; it should be
something specific and easily recognizable like “Web Operator Users” or
“Extension Administrator Access.”

2. Next, if you have any notes or specific descriptive comments for this group
you can write them in the “Notes” box.

3. Select the individual portions of the admin web site that the group will be
capable of accessing. For items with the “Limit” field next to them, you may
specify how many of those items the user of the group is able to add before
being stopped from adding additional items. (The limit is for the individual
user in the group, not the entire group with multiple entries.)

4. Click Add Group at the bottom of the web page.

Modify Group

To modify a group, click Modify Group under System Security. Then click the
group’s name from the group list. You will be allowed to review the group
information and make adjustments to the permission set. You will not be able to
change the Group Name, however.

Delete Group

To delete a group, click Delete Group under System Security. Then click on the
group’s name from the group list that you wish to delete. You will be allowed to
review the group information before finally deleting the group.
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Blackbox Commander Shell

The Blackbox Commander shell allows you to perform several functions that may
also be covered from the Web interface. These functions are available in case your
only access option is through the console. In addition to being able to log in to the
Blackbox account from a direct plug-in to the console server, you may also connect
remotely from a fully functional SSH2 client such as Secure CRT from VanDyke

Technologies.

The functions available from the commander area are:

Function

Description

Stop Server Process

Stop the SQL, Web or VolIP Service

Start Server Process

Start the SQL, Web, or VolP Service

Restart Server
Process

Stop and start the SQL, Web, or VolP Service

Exit to Bash Shell

Exit to an ANSI bash shell for system configuration

Restart Server

Reboot the server

Shutdown Server

Shutdown the server entirely

Change Network
Settings

Adjust network settings; this should only be used as a last
resort for changing network settings

Change System
(Root) Password

Modify the systems root password

Change System
(BlackBox) Password

Modify the system shell (blackbox) password

Disable IP Firewall

Reset and disable a bad or too restrictive firewall
configuration

Rebuild Server

Remove your entire configuration and restore the server to
its factory shipping settings and defaults

Welcome to the

tem configuration shell,

Disable IF Fi

d Se

Command?
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SSH Shell Access

If you need to perform additional maintenance to the server, such as add, remove,
or modify software, or perform any other routine maintenance, you may do so by
connecting to the server over the SSH2 protocol. The SSH2 protocol is supported in
such common programs as Secure CRT available at www.vandyke.com.

Both the blackbox and root passwords are supplied on the Security Pass card
included in your original server box. You’re encouraged to only use the blackbox
account for security reasons. However, if you do need to log in as root, you may do
so by first logging in via SSH2 to the blackbox account. Then use the su or sudo
commands to gain access to the root shell.

If for some reason you have lost access to the root account password but still have
the blackbox account password you may modify the root account password by
issuing the command “sudo passwd root™ at the command prompt of the
blackbox account.
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License Agreement

LICENSE AGREEEMENT
XOASIS NETWORKS, INC.
Prodigy VolP PBX

IMPORTANT-READ CAREFULLY: This End User License Agreement ("EULA") is a
legal agreement between you (either an individual or a single entity) and Xoasis
Networks, Inc. (“Xoasis”) regarding the Prodigy VolP PBX ("System") you acquired,
which includes certain Xoasis software product(s) installed on the System and/or
included in the System package ("Software"™). The Software includes computer
software, the associated media, any printed materials, and any "online" or electronic
documentation. By installing, copying or otherwise using the Software, you agree to
be bound by the terms of this EULA. If you do not agree to the terms of this EULA,
Xoasis is unwilling to license the Software to you. In such event, you may not use or
copy the Software, and you should promptly contact Xoasis for instructions on return
of the unused product(s) for a refund.

SOFTWARE LICENSE

The Software is protected by copyright laws and international copyright
treaties, as well as other intellectual property laws and treaties. The Software is
licensed, not sold.

i) GRANT OF LICENSE. Software includes software already installed on
the System ("System Software") and software contained on the CD-ROM disk and/or
floppy disk(s) ("Additional Software"). This EULA grants you the following rights to
the Software:

(@D System Software. You may use the System Software only as
installed in the System.

b. Additional Software. Additional Software might not be
included with your System. If Additional Software is included with your System, you
may install and use the component(s) of the Additional Software in accordance with
the terms of the end user license agreement provided with such component(s). In
the absence of a separate end user license agreement for particular component(s) of
the Additional Software, you may install and use only one (1) copy of such
component(s) on a single computer with which you use the System.

i) DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS.
(@D Limitations on Reverse Engineering, Decompilation and
Disassembly. You may not reverse engineer, decompile, or disassemble the

System Software, except and only to the extent that such activity is expressly
permitted by applicable law notwithstanding this limitation.
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(@)) Single System. The System Software is licensed with the
System as a single integrated product. The System Software installed in Read Only
Memory ("ROM™) of the System may only be used as part of the System.

(€)) Single EULA. The package for the System Software may
contain multiple versions of this EULA, such as multiple translations and/or multiple
media versions (e.g., in the user documentation and in the software). Even if you
receive multiple versions of the EULA, you are licensed to use only one (1) copy of
the System Software.

(@) Rental. You may not rent or lease the Software.

B Software Transfer. You may permanently transfer all of your
rights under this EULA only as part of a sale or transfer of the System, provided you
retain no copies, you transfer all of the Software (including all component parts, the
media, any upgrades or backup copies, this EULA and, if applicable, the Certificate(s)
of Authenticity), and the recipient agrees to the terms of this EULA. If the Software
is an upgrade, any transfer must include all prior versions of the Software.

(6) Termination. Without prejudice to any other rights, Xoasis
may terminate this EULA if you fail to comply with the terms and conditions of this
EULA. In such event, you must destroy all copies of the Software and all of its
component parts.

i) UPGRADES AND RECOVERY MEDIA. If the System Software and
this EULA are provided separate from the System by Xoasis and the System
Software is on a ROM chip, CD ROM disk(s) or floppy disk(s), and labeled "For ROM
Upgrade Purposes Only" ("ROM Upgrade™), you may install one copy of the ROM
Upgrade onto the System as a replacement copy for the System Software originally
installed on the System and use it in accordance with Section 1 of this EULA. You
may also install additional copies of the ROM Upgrade as replacement copies onto
additional systems which are the same brand and model as the System and contain
a duly licensed copy of the same version and language release of the Software
("Additional Systems™), provided that (1) Xoasis has supplied a corresponding
serialized sticker for each additional copy of the ROM Upgrade, and (2) you affix a
serialized sticker per Xoasis' instructions for each unit of ROM Upgrade you install. If
the System Software is provided by Xoasis on separate media and labeled as
"Recovery Media", you may not make a copy of the Software as described in Section
1 for archival purposes. Instead, you may use the Recovery Media solely to restore
or reinstall the same version and language release of the Software as originally
installed on the System and thereafter use the Software as restored or reinstalled in
accordance with Section 1 of this EULA. A single unit of Recovery Media may be
used by you to restore or reinstall the Software on Additional Systems.

iv) COPYRIGHT. All title and copyrights in and to the Software (including
but not limited to any images, photographs, animations, video, audio, music, text
and "applets,” incorporated into the Software), the accompanying printed materials,
and any copies of the Software, are owned by Xoasis or its suppliers. You may not
copy the printed materials accompanying the Software. All rights not specifically
granted under this EULA are reserved by Xoasis and its suppliers.

V) PRODUCT SUPPORT. Product support for the Software and the
System includes 24 months of e-mail and phone support provided by Xoasis. You
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may purchase a support contract from Xoasis for additional support after 24 months
from your original purchase date of the System or other Xoasis Networks products.
For product support, please refer to Xoasis' support number provided in the
documentation for the System. Should you have any questions concerning this
EULA, or if you desire to contact Xoasis for any other reason, please refer to the
address provided in the documentation for the System.

vi) EXPORT RESTRICTIONS. You agree that you will not export or re-
export the Software to any country, person, or entity subject to U.S. export
restrictions. You specifically agree not to export or re-export the Software: (i) to any
country to which the U.S. has embargoed or restricted the export of goods or
services, which as of March 1998 include, but are not necessarily limited to Cuba,
Iran, Iraq, Libya, North Korea, Sudan and Syria, or to any national of any such
country, wherever located, who intends to transmit or transport the products back to
such country; (ii) to any person or entity who you know or have reason to know will
utilize the Software or portion thereof in the design, development or production of
nuclear, chemical or biological weapons; or (iii) to any person or entity who has been
prohibited from participating in U.S. export transactions by any federal agency of the
U.S. government. If Software is labeled "North America Only Version" on the
Product Identification Card, or on the Software packaging or other written materials,
then the following applies: The Software is intended for distribution only in the
United States, its territories and possessions (including Puerto Rico, Guam, and U.S.
Virgin lIslands) and Canada. Export of the Software from the United States is
regulated under "EIl controls" of the Export Administration Regulations (EAR, 15 CFR
730-744) of the U.S. Commerce Department, Bureau of Export Administration (BXA).
A license is required to export the Software outside the United States or Canada.
You agree that you will not directly or indirectly, export or re-export the Software (or
portions thereof) to any country, other than Canada, or to any person or entity
subject to U.S. export restrictions without first obtaining a Commerce Department
export license. You warrant and represent that neither the BXA nor any other U.S.
federal agency has suspended, revoked or denied your export privileges.

Vii) LIMITED WARRANTY.

(&D) Limited Warranty. Subject to Section 7(c) below, Xoasis
warrants that the Software will perform substantially in accordance with the
accompanying written materials for a period of twenty-four (24) months from the
date of receipt. Any implied warranties on the Software are limited twenty four (24)
months. Some states/jurisdictions do not allow limitations on duration of an implied
warranty, so the above limitation may not apply to you.

(2) Customer Remedies. Xoasis's and its suppliers' entire liability
and your exclusive remedy shall be, at Xoasis's option, either (a) return of the price
paid, or (b) repair or replacement of the Software that does not meet the above
Limited Warranty and which is returned to Xoasis with a copy of your receipt. This
Limited Warranty is void if failure of the Software has resulted from accident, abuse,
or misapplication. Any replacement Software will be warranted for the remainder of
the original warranty period or thirty (30) days, whichever is longer.

A3) No Other Warranties. EXCEPT AS EXPRESSLY PROVIDED IN
THE LIMITED WARRANTY SECTION ABOVE, THE SOFTWARE IS PROVIDED TO THE
END USER "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, WARRANTIES OF NON-INFRINGEMENT,
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MERCHANTABILITY, AND/OR FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE
RISK OF THE QUALITY AND PERFORMANCE OF THE SOFTWARE IS WITH YOU.

(GY) No Liability for Consequential Damages. XOASIS OR ITS
SUPPLIERS SHALL NOT BE HELD TO ANY LIABILITY FOR ANY DAMAGES SUFFERED
OR INCURRED BY THE END USER (INCLUDING, BUT NOT LIMITED TO, GENERAL,
SPECIAL, CONSEQUENTIAL OR INCIDENTAL DAMAGES INCLUDING DAMAGES FOR
LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS
INFORMATION AND THE LIKE), ARISING FROM OR IN CONNECTION WITH THE
DELIVERY, USE OR PERFORMANCE OF THE SOFTWARE.

5B) Effect of Modifications. Removing, replacing or adding
component hardware will void any and all hardware and software warranties unless
such removal, replacement or addition is specifically authorized in writing by Xoasis
and has been delivered by Xoasis for the repair or upgrade of the System. Any
addition or modification to the System Software, without written authorization from
Xoasis, will void any and all warranties, express or implied, with respect to software
performance and stability warranties.

If you acquired this EULA in the United States, this EULA is governed by the
laws of the State of Washington and each of the parties hereto irrevocably attorns to
the jurisdiction of King County, Washington and further agrees to commence any
litigation which may arise hereunder in the courts located in King County,
Washington. If you acquired this EULA in Canada, this EULA is governed by the laws
of the Province of Ontario, Canada and each of the parties hereto irrevocably attorns
to the jurisdiction of the courts of the Province of Ontario and further agrees to
commence any litigation which may arise hereunder in the courts located in the
Judicial District of York, Province of Ontario. If this EULA was acquired outside the
United States, then local law may apply. Should you have any questions concerning
this EULA, please contact Xoasis.

viii) U.S. GOVERNMENT RESTRICTED RIGHTS. The Software and
documentation are provided with RESTRICTED RIGHTS. Use, duplication, or
disclosure by the Government is subject to restrictions as set forth in subparagraph
(c)(1)(ii) of the Rights in Technical Data and Computer Software clause at DFARS
252.227-7013 or subparagraphs (c)(1) and (2) of the Commercial Computer
Software-Restricted Rights at 48 CFR 52.227-19, as applicable.
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